NAMATKA

“O MEPAX BE3OIMNMACHOIO UCNOJ1Ib3OBAHNUA BAHKOBCKUX KAPT”
Mpuno)xxeHune k nucbMy baHka Poccumn ot 02.10.2009 N2 120-T

CobnioneHne pekoMmeHpaumi, coaepxawmxcs B [Namatke, nos3sonut obecneunTb
MaKCUManbHYIO COXpaHHOCTb 6aHKOBCKON KapTbl, ee pekBu3nToB, MUH u Apyrux ApaHHbIX, a
TakXe CHU3UT BO3MOXHblE PUCKW MPU COBEpPLUEHUM OMnepauuin C UCNOosb30oBaHMEM GaAHKOBCKOM
KapTbl B 6aHkomaTe, npu 6e3Hann4yHON onnaTte TOBapoB W YCAyr, B TOM 4uCNe 4yepe3 CeTb
MHTepHeT.

O6wme pekoMmeHaauum

1. Hukorga He coobuwaiTte MWH TpeTbuUM nMuaM, B TOM Yncie poACTBEHHMKAM, 3HAKOMbIM,
COTpyAHWKAM KpeauTHOW opraHu3aumun, Kaccmpam v nvuaM, nomMorawwmMm Bam B ncnonb3oBaHuu
6aHKOBCKOW KapThbl.

2. MNH Heobx0AMMO 3anMOMHWUTbL WU B Cly4yae, €Cln 3TO SABNAETCHA 3aTPYAHUTESNbHbIM,
XPaHUTb ero oTAeNbHO OT 6aHKOBCKOM KapThl B HESIBHOM BMAE WU HEAOCTYMHOM Afs TPETbUX NnL, B
TOM 4YnCre pOACTBEHHUMKOB, MecTe.

3. Hukorma Hu npum Kakux obCToATeNbCTBAX He nepefasBalite 6aHKOBCKYK KapTy Ans
WCNOMb30BaHMUA TpeTbMM nuuaMm, B TOM 4ucne poacTBeHHuMKkaM. Ecnm Ha 6aHKOBCKON KapTe
HaHeceHbl aMunmsa U UM GU3NYECKOro nNuua, TO TONbKO 3TO (U3MYecKoe AUUO MMeeT npaso
MCcnosb3oBaTb 6AHKOBCKYIO KapTy.

4. Mpun nony4vyeHun 6aHKOBCKOW KapTbl pacnuwmMtTecb Ha ee 060pOTHOM CTOpPOHEe B MecTe,
npeAHasHayYeHHOM ANna noAnucKu aepxaTens 6aHKOBCKOM KapTbl, €Cin 3TO NpeaycMOTpeHo. 3To
CHU3WUT PUCK NCMNoNb30oBaHUa 6aHKOBCKOM KapTbl 6e3 Balwero cornacusa B cny4yae ee yTparthl.

5. byabTe BHUMaTE bHbl K YC/IOBUSIM XPaHEHUS U UCNONb30BaHus 6aHKOBCKOM KapTbl. He
noaseprante 6aHKOBCKYH KapTy MexXaHUM4YeCcKuMM, TeMnepaTypHbiIM W  3/1eKTPOMArHUTHbIM
BO34ENCTBUSAM, a Takxke msberante nonagaHus Ha Hee Bnarn. baHKOBCKYO KapTy Henb3si XpaHUTb
pAAoOM € MObUNbHBIM TenedoHOM, 6bITOBOM N ODUCHON TEXHMKON.

6. TenedoH KpeauTHOM oOpraHmMsaumm — >3MUTeHTa 6aHKOBCKOM KapTbl (KpeauTHOM
opraHmsaumu, Bblgaslien 6aHKOBCKYIO KapTy) yKa3aH Ha 060poTHOM CToOpoHe 6aHKOBCKOWM KapThbl.
Takxe HeobxoaMMO Bcerga UMeTb NMpu cebe KOHTaKTHble TenedoHbl KpeaAUTHON opraHusauum —
aMuTeHTa 6aHKOBCKOM KapTbl M HOMep 6AHKOBCKOM KapTbl Ha APYruX HOocUTensax nHdopmauun: B
3aMUCHON KHWKKE, MOBWIbHOM TenedoHe 1/ vnn Apyrnx HoCcuMTenax MHGopMauumn, HO He psaaoM C
3anucbto o MUH.

7. C uenbio npeaoTBpaLleHns HenpaBOMepHbIX AEACTBUIN MO CHATUIO BCEN CYyMMbl AEeHEeXHbIX
cpeacTB ¢ 6aHKOBCKOro cyeTta uenecoobpasHo yCTaHOBUTb CYTOYHbIA IMMUT Ha CyMMy onepauni
no 6aHKOBCKOM KapTe W OAHOBPEMEHHO MOAKIKYUTL SAEKTPOHHYK YCAYyry OrMOBELUeHUs O
npoBeAeHHbIX onepaumsax (Hanpumep, onoselleHMe nocpeacTtBoM SMS-coobuleHnin MnmM MHbIM
cnocobom).

8. Tlpu nonyyeHun npocbbbl, B TOM YMUCNE CO CTOPOHbI COTPYAHUKA KpeaUTHOM
opraHusauum, coobwnTb NepcoHanbHble AaHHble Ui nHbopmMaumnio o 6aHKOBCKOM KapTe (B TOM
ymncne NMUH) He coobwanTe nx. Nepe3BoHUTE B KPeAUTHYIO OpraHusaumio — 3MUTEHT 6aHKOBCKOM
KapTbl (KpeauTHYI0 opraHmM3aumio, BblaaBLyo 6aHKOBCKYIO KapTy) M coobwuTe o AaHHOM dakTe.

9. He pekomMmeHAayeTCs OTBEeYaTb HA 3/IEKTPOHHbIE MUCbMA, B KOTOPbIX OT UMEHWU KPeaUTHOM
opraHmsaumu (B TOM 4YnC/le KpeaUTHOM opraHusaunm — 3MUTEHTaA 6aHKOBCKOWM KapTbl (KpeauTHOM
opraHusauuu, BblgaBwelr 6aHKOBCKYIO KapTy) npeanaraeTcs npeaocTaBuUTb MepCcoHabHble
OaHHble. He cnepyiite no “ccbnkaM”, yKasaHHbIM B NMCbMax (BKKOYash CCbUJIKM Ha CaWT
KpeaAUTHOW opraHusaummn), T.K. OHU MOryT BECTU Ha CalTbl-ABONHUKMU.

10. B uensx MHGOPMaLMOHHOIO B3aMMOAENCTBUSA C KPeAUTHOW opraHm3aunein — sMUTEHTOM
6aHKOBCKOM KapTbl (KpeaAWTHOW opraHuMsauuu, Bblaaslleln 6aHKOBCKYK KapTy) peKoMeHAyeTcCs
WUCNOMb30BaTb TONIbKO PEKBU3UTbI CPEeACTB CBA3W (MOOWUMBbHBIX U CTauMOHapHbIX TenedoHOoB,
daKkcoB, NHTEPaKTUBHbLIX web-canToB/nopTanos, 06bIYHON M 3MIEKTPOHHOM NOYTbI U Np.), KOTOpbie
yKasaHbl B AOKYMEHTaxX, MOJIy4eHHbIX HEMOCPEACTBEHHO B KPeAUTHOM OpraHuM3aumm — 3MUTEHTE
6aHKOBCKOM KapThbl.

11. NMoMHUTE, 4TO B cny4dae packpbitna MNH, nepcoHanbHbIX AaHHbIX, YyTpaTbl 6@aHKOBCKOM
KapTbl CyLeCTBYeT PUCK COBEPLUEHUS HEMNPaBOMEPHbIX AENCTBUIM C AEHEXHbIMW CpeACTBaMM Ha
Bawem 6aHKOBCKOM cHeTe CO CTOPOHbI TPeTbUX NuL,.

B cnyyae ecnu wumeroTca NpeanonoXxeHus o packpbltun MUH, nepcoHanbHbIX AaHHbIX,
NO3BONSAOLWNX COBEPLUUTL HenpaBOMepHble AelCTBUMSA C BawuMm 6aHKOBCKMM CYETOM, a TaKxe
ecnn 6aHkoBckas kapta 6bina yTpadeHa, HeobxoAMMO HeMeaneHHO 06paTUTbCA B KPeaUTHYHO



opraHusaunto — 3MUTEHT 6aHKOBCKOM KapTbl (KpeAUTHYHO OpraHM3auunio, BblaasBlyo 6aHKOBCKYHO
KapTy) W cneaoBaTb YyKasaHUsIM COTpyAHMKA AAHHOW KpeauTHOW opraHusaumm. [Jo MoMeHTa
obpalleHnss B KpPeauUTHYH OpraHusaumi — 3MUTEHT 6aHKOBCKOM KapTbl Bbl HeceTe pwuck,
CBSI3@HHbIN C HECAHKUMOHWPOBAHHLIM CMMCAHWEM AEHEXHbIX CpeacTB C Bawero 6aHKOBCKOMO
cyeta. Kak npaBwio, corflacHO ycnoBusiM AOroBopa C KpeauUTHOM opraHmsaunein — 3SMUTEHTOM
6aHKOBCKOW KapTbl AEHEXHble CpeAcTBa, CNUCaHHble ¢ Bawero 6aHKOBCKOro cyeTa B pesysbTaTe
HEeCaHKLMOHMPOBAHHOIO MCMNONb30BaHUsS Bawel 6aHKOBCKOW KapTbl A0 MOMEHTa yBeaoMsieHns 06
3TOM KpeaAUTHOW opraHmM3aumm — 3MuTeHTa 6aHKOBCKON KapTbl, HE BO3MELLAOTCS.

PekoMeHAaUuM Npu coBeplUEeHUN onepaumnii ¢ 6aHKOBCKOW KapToh B 6aHKOMaTe

1. OcywecTtBngnte onepaumm C UCNOAb30oBaHMeM 6GaHKOMATOB, YCTAHOB/IEHHbIX B
6e30onmacHbIX MecTax (HanpuMep, B FOCYAapCTBEHHbIX Y4dpexAeHusx, noapasgeneHusax 6aHKoB,
KPYMHbIX TOProBbIX KOMMMJIEKCax, rOCTUHULAX, asponopTrax v T.m.).

2. He ncnonb3yiite ycTpoiicTBa, KoTopble TpebytoT BBoda NMWH ansa gocryna B nomelleHue,
rae pacrnosioxxeH 6aHkomar.

3. B cnyyae ecnn nobnusoctm oT 6aHKoOMaTa HaxoAsdATcs MOCTOPOHHME nuvua, cnepyet
BblbpaTe 6onee noaxopslwee BpemMs ANS WCNOMb30BaHMSA 6GaHKoOMaTa WM BOCMOJ1b30BATbCS
Apyrum 6aHkomaToM.

4. Tepen wucnonb3oBaHmeM 6aHKOMaTta OCMOTpPUTE ero Ha Hanuune A0MNONHUTENbHbIX
YCTPOWMCTB, HE COOTBETCTBYIOLNX €ro KOHCTPYKUMUN U pacrnosioXeHHbIX B MecTe Habopa NMUH n B
Mecte (npope3b), MpedHa3Ha4YeHHOM A npuveMa KapT (HanpuMmep, Haandne HepoBHO
yCTaHOB/IeHHONM KnaBuaTypbl Habopa [MWH). B ykasaHHOM cny4dyae BO34epXuUTeCb OT
ncrnosib3oBaHnsa Takoro 6aHkomara.

5. B cnyyae ecnu knaBuatypa MAM MecTo Ans npuema kapT 6aHkomata o6opynoBaHbl
AOMNONHUTENBbHBIMKM YCTPOWCTBaMM, He COOTBETCTBYIOLMMU €ro KOHCTPYKUWMU, BO3AEpXKUTECb OT
MCNosb30BaHMsA 6aHKOBCKOM KapTbl B AaHHOM 6aHkoMaTte M coobuumte O CBOMX MNOLAO3PEHUAX
COTPYAHMKAM KpeauTHOM opraHusaummn no tenedoHy, ykasaHHOMY Ha 6aHkoMaTe.

6. He npumeHsnTe dusnyeckyto cuny, 4Tobbl BCTaBUTb GaHKOBCKYK KapTy B HGaHkomar.
Ecnu 6aHKOBCKas KapTa He BCTaBMSETCS, BO3AEPXNTECh OT MCMONb30BaHUS Takoro 6aHkoMara.

7. Habupante MNMNH Takum ob6pasom, 4TO6bI NHOAKW, HaxoAasWMecs B HenocpeacTBEHHOM
6511M30CcTN, He cMornu ero yBuaeTb. MNpu Habope MUH npukpbiBaliTe KNaBmMaTypy pyKo.

8. B cnyyae ecnm 6aHkoMaTt paboTaeT HeKOPpPEKTHO (HanpuMep, A0JIroe BpeMsl HaXoAUTCS B
pexuMme  OXWAaHus,  CaMOMpPOM3BOJSILHO  nepe3arpyxaeTtcs), cneayeT  OTKasatbCcs  OT
NCMnosib30BaHnsa Takoro 6aHkomMaTa, OTMEHUTb TEKYLLYIO Onepauuto, HaXxas Ha KnaBuaType KHOMKY
“OTMeHa"”, u goxaatbCcs Bo3BpaTa 6aHKOBCKOM KapThl.

9. Mocne nony4yeHUs HaJW4HbIX AEHEeXHbIX cpeAcTB B 6aHKoMaTe creayeT nepecymTaTb
6aHKHOTbI MOJIUCTHO, ybeamnTbCs B TOM, 4YTO 6aHKOBCKas kKapTa 6biia BO3BpalleHa 6aHKOMaToM,
[0XAaTbCH BblAauM KBUTAHLWM NpU ee 3anpoce, 3aTEM MOJIOXKUTb UX B CYMKY (KoLlenek, KapMaH)
M TOMIbKO NOC/Ie 3TOro OTXoAMTb OT HaHKoMaTa.

10. CneayeT coxpaHaTb pacnedyaTaHHble 6@HKOMATOM KBUTaHUUMK ANS MOCNeayoLen cBepKku
YKa3aHHbIX B HUX CYMM C BbIMUCKOM NO 6aHKOBCKOMY CYETY.

11. He npucnywuBaiTechk K coBeTaM TpPeTbUX /UL, @ TaKXe He NpUuHMManTe Mx NoMoLLb Npu
npoeeaeHnn onepauni ¢ 6aHKOBCKOM KapTon B 6aHKOMaTax.

12. Ecnv npu npoBeaeHunn onepaumii ¢ 6aHKOBCKOW KapToi B 6aHkomaTe 6aHKOMaT He
BO3BpallaeT 6aHKOBCKY KapTy, CleAyeT MO3BOHWTb B KPEAUTHYIO OpraHusaumio no tesedoHy,
yKaszaHHOMy Ha 6aHkomaTe, M 06bACHUTbL 06CTOSATENbCTBA MpOM3OLUEALIero, a Takxke cneayer
0bpaTUTbCsl B KPEeAUTHYK OpraHuMsaumio — 3SMUTEHT 6aHKOBCKOM KapTbl (KpPeauTHYHO
opraHusauuio, BblAaBLY 6aHKOBCKYK KapTy), KoTopas He 6blna Bo3BpalleHa 6aHKoOMaToM, U
fanee cnefosaTb MHCTPYKLUMAM COTPYAHMKA KPEeAUTHOM opraHmn3sauuu.

PekoMeHAaUUM NpyU UCNOSIb30BaHMU 6aHKOBCKOW KapTbl Asia 6e3HaJIMYHON onnaTbl
TOBapoOB U yCayr

1. He ncnonb3yiite 6aHKOBCKNE KapTbl B OpraHmM3aumnax TOProssn 1 yCiyr, He Bbi3blBalOLLUX
hosepus.

2. TpebyinTe npoBeaeHus onepauunii ¢ 6aHKOBCKOW KapTOW TONIbKO B Bawem mpucyTcTBuu.
OTO HeobxoAMMO B LENSX CHUXEHUS pUCKa HErnpaBOMEPHOro MnosyvyeHus Bawmnx nepcoHanbHbIX
AaHHbIX, YKa3aHHbIX Ha 6aHKOBCKOW KapTe.

3. Mpu uncnonb3oBaHMn 6aHKOBCKOW KapTbl AN1S OMjaTel TOBAPOB M YCNYyr KacCUp MOXET
notpeboBaTb OT Bnagenbua 6aHKOBCKOM KapTbl MpPeAoCTaBMTb MACMOPT, MOAMNUCATb YeK Wan
Beectn [WH. Mepen Habopom MWH cneayer ybeautbCs B TOM, UTO N0AM, HaxoAsLWMECHS B
HenocpeacTBEHHOMW 67M30CTU, He CMOryT ero yBuaeTb. [llepeg TeM Kak noanucaTb 4Yek, B
obg3aTenbHOM NnopsiaKe NpoBepbTe CYMMY, YKa3aHHY Ha 4veke.
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4. B cny4ae ecnim npu nonbiTKe onnaTbl 6aHKOBCKOW KapToM uMMena Mecto “HeycnewHas
onepaumus, cneayet COXpaHUTb OAMH 3K3eMMISp BblAAHHOIO TEPMMHAJIOM YeKka Ans nocneayowen
NMpOBEPKW Ha OTCYTCTBME YKa3aHHOM onepaunm B BbIMUCKE N0 6AHKOBCKOMY CYETY.

PekoMeHaaUuM Npu coBeplleHUn onepaumin c 6aHKOBCKOMN KapToi yepes cetb MHTepHeT

1. He ncnonb3yiite NMMH npu 3aka3e ToBapoB M YCiyr 4yepe3 ceTb VMHTEpHET, a Takxe no
TenedoHy/dakcy.

2. He coobuwalite nepcoHasnbHble AaHHble WKW WMH@opMaumilo O HGaHKOBCKOW(OM) KapTe
(cuete) uepes cetb WHTepHeT, Hanpumep [WH, naponu poctyna K pecypcaMm 6aHka, Cpok
nencrena 6aHKOBCKOM KapTbl, KpeAUTHbIE NTMMUTBI, UCTOPUIO ONepaLnii, NepcoHanbHble AaHHbIE.

3. C uenbto NnpeaoTBpalleHNUs HENPAaBOMEPHbIX AENCTBUI MO CHATUIO BCEN CYMMbl AEHEXHbIX
cpeactB C 6aHKOBCKOrO CYeTa peKoMeHAyeTcs Ans onjaTbl MOKYMoK B CeTu WHTepHeT
MCNosb30BaTb OTAENbHYH 6aHKOBCKYK KapTy (Tak Ha3blBAEMYK BUPTYalbHYK KapTy) C
npeaenbHbIM JIMMUTOM, MNpeAHa3HAYeHHYI TONbKO AN YKAa3aHHOW Uenn M He TMO3BOJISIOLWY0
NpoBOAUTb C €e NCMOIb30BaHWEM ornepaumn B OpraHmsaumsx TOProeam m ycnyr.

4. CnepyeT nonb30BaTbCs WHTEPHET-CaMTaMM TONbKO W3BECTHbIX W MPOBEPEHHbIX
opraHusauum TOprosau u ycnyr.

5. O6sasatenbHo yb6eanmtecb B MNPaBUIbHOCTM aApPECOB WHTEPHET-CAWTOB, K KOTOpPbIM
noaksyaeTeCcb M Ha KOTOpbIX cobupaeTecb COBEpPLIMTb MOKYMKM, T.K. MOXOXMue agpeca MOoryT
MCNOJIb30BaTbCS AN OCYLECTBEeHMS HenpaBoOMepHbIX AENCTBUA.

6. PekoMeHayeTca coBepllaTbh MNOKYMKM TOJIbKO CO CBOEro KOMMbOTEPA B LEISIX COXPAaHEHUS
KOH(MPMAEHUNANbHOCTN MNEepPCOHasNbHbIX AaHHbIX U(Man) unHbopMaumm o 6aHKOBCKOM(OM) KapTe
(cuete).

B cnyyae ecnm nokynka COBEpPLIAETCSs C MCMOMIb30OBAHUEM UYXOro KOMMbKOTEpa, He
pEKOMEHAYETCS COXPaHsATb Ha HEM MepCOoHalbHble AaHHble U ApPyryto WHdopMauuio, a nocne
3aBeplleHnss BCex onepauum HyxXHO yb6eauTbCs, 4YTO MepcoHalbHble JAaHHble W Apyras
MHopMauma He coxpaHunncb (BHOBb 3arpy3nB B bpay3epe web-cTpaHuuy npoaaBLa, Ha KOTOPOW
COBepLUAnnCb NOKYMKMn).

7. YCTaHOBMTE Ha CBOW KOMMbIOTEP @aHTUBUPYCHOE MporpaMmMmHoe obecnedeHme U perynsipHo
npoussoanTe ero obHoBneHne u o06HOBNEHME ApYyrnx uUCnonb3yembiX Bamu nporpaMMHbIX
npoaykToB (OonepauMoHHOM CUCTEMbI M MPUKIaAHbIX NPOrpamMMm), 3TO MOXeT 3awuTuTb Bac ot
NMPOHMKHOBEHNS BPEAOHOCHOIrO NporpaMMHOro obecneyeHus.



